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Basic Project Information 

Background Material and Problem Statement: 

The concept of counterfeit electronic components, materials and assemblies (hereafter referred to simply 

as counterfeit components) is not a new phenomenon. However, global trade of counterfeit components 

has recently increased markedly. There are four distinct categories of electronic products in which 

counterfeit components are most frequently found: 

 Manufacturing shortfall and product shortages 

 High value products 

 Obsolete, discontinued, and legacy devices 

 Options or upgrades 

The Semiconductor Industries Association Anti Counterfeiting Task Force has defined counterfeiting as: 

 Substitute or unauthorized copies of a device or product 

 The use of inferior materials or a modification of performance without notice 

 A substandard component or product sold as an original OCM device or OEM product 

The following definition was adopted from ―Defense Industrial Base Assessment: Counterfeit 

Electronics;‖ US Dept of Commerce – Office of Technology Evaluation; January 2010. ―… a counterfeit 

is an electronic part that is not genuine because it:‖ 

 is an unauthorized copy 

 does not conform to original manufacturer’s design, model, and/or performance standards 

 is not produced by the original manufacturer or is produced by unauthorized contractors 
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 is an off-specification, defective, or used product sold as "new" or working 

 has incorrect or false markings and/or documentation 

Counterfeit Device Categories: 

Counterfeit components can be produced, sourced, and distributed in many different ways. The identity of 

these non-standard parts is usually very well concealed in the present supply chain. Types of counterfeit 

components can be divided into the following categories 

 Cloning — The complete manufacture of a reverse engineered device to have the same form, fit, 

and function as the original. Devices are produced on low end equipment and will not meet the 

original reliability requirements. Devices are branded and sold as Original Component 

Manufacturer (OCM) parts. 

 Product “skimming,” subcontractors, or second source suppliers —Manufacturers may over-

produce or claim a lower production yield. These extra devices can then be introduced into the 

market through the broker chains. 

 Disposal of scrap and rejects — Devices rejected during manufacturing are sent to recyclers to 

salvage precious metals. Recyclers may certify destruction without scrapping devices. The scrap 

would subsequently be sold into the supply chain. 

 Devices used as qualification samples — OCMs and OEMs used large quantities of devices to 

qualify/certify form, fit and function of devices. Accelerated life testing is used to evaluate the 

functionality and reliability at end of life. Pilfered devices stored for future evaluations can be sold 

into the supply chain as virgin product. 

 Reclamation and reuse of components — Large quantities of electronic equipment containing 

working devices is scrapped. These products are usually dumped in landfill sites or crushed at 

refuse locations. Valuable components can be recovered for reuse; however, uncontrolled removal 

can damage and/or compromise the original electrical performance, reliability and operational life. 

These compromised parts can then be sold into the supply chain. 

 Re-branding — Some products have high performance requirements and these devices must 

undergo more extensive testing during manufacture (for example, devices that must operate at 

extreme temperature ranges, such as automotive, aerospace and military applications, or high speed 

versions of memory modules and processors). Devices with lower specifications that do not pass 

the more stringent testing are acquired at a lower cost, re-marked, and resold at the higher price. 

 False claims of conformity to industry certifications (e.g. RoHS) — Paperwork is provided 

stating devices are compliant and old devices are substituted. 

 Devices containing embedded malicious malware — Programmable devices are reprogrammed 

to cause latent damage to products. This problem is most critical in the aerospace and defense and 

medical sectors in which counterfeits could render systems inoperative, compromising the safety 

and security of users. The Office and Large Business Systems sector, in particular the FSI (financial 

services institutions) and pharmaceuticals, own a lot of embedded servers supporting critical 

mission activities that endanger economic and health risk broadly. The latter could have greater 

implications and impact on a global crisis via malware. 

Situation Analysis 

iNEMI segregates the electronics industry into the following product sectors: 

 Aerospace and Defense 

 Automotive  

 Medical 

 Netcom (Network, Data communications & Telecommunications) 
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 Office and Large Business Systems 

 Consumer and Portable  

None of these product sectors is safe from the introduction of counterfeit components; however, each one 

has its own set of requirements for commonly used components. It is not clear that there is a "one size fits 

all" solution due to the variations in requirements among sectors.  

 Aerospace and Defense products require flawless performance on demand, in a multitude of 

rugged environments and must sustain this performance over long periods of continuous service. 

Due to the long service life, systems rely on legacy devices to maintain and expand existing 

systems. Defense and aerospace systems require extensive testing to meet performance 

requirements and designs are modified (ruggedized) to meet the thermal, vibration, humidity, salt, 

fog, and other environmental and reliability requirements associated with DoD platforms. Both 

need to have proven supply chain to ensure devices meet security requirements. 

 Automotive electronics involve temperature extremes that require improved process controls on 

the devices. Controllers communicate with sensors and drive relays, injectors, motors, lamps and 

solenoids. The engine controller is currently the most complex product for harsh-environment 

automotive electronics. There is also the need for large traces required by high current and power 

circuitry. Long life, high reliability devices are needed as product warranties extend to as long as 10 

years. 

 Medical products include large infrastructure equipment, small stationary equipment and 

implantable medical equipment. High reliability is required for life critical applications such as 

electronic implants, medical imaging systems and resuscitation systems. Many of the large systems 

use legacy devices and need a reliable supply of replacement parts. 

 Netcom spans all products that support the global communication infrastructure. Netcom represents 

all of the hardware in the communication industry, beginning at the consumer’s entrance onto the 

communication superhighway to transcontinental transport of data and telephony. The main 

concern is the long service life of the infrastructure equipment, which relies on legacy devices to 

maintain and expand existing systems. This is similar to the aerospace and defense sector without 

the harsh environmental requirements. 

 Office and Large Business Systems include desktop and notebook PCs, back end office servers 

and network communication products. This sector is cost sensitive and requires the latest cost 

effective technologies. The main vulnerabilities relative to counterfeit components are cloning, 

product "skimming", reclamation and rebranding. 

 Consumer and Portable products are increasing in complexity; however the main drivers are the 

reduction in cost and increase in functionality while looking at ways of continuously shrinking the 

system. The sector has the shortest product life, thus the main vulnerabilities are similar to the 

office and large business systems, i.e., cloning, product "skimming,‖ reclamation and rebranding. 

Counterfeit Device Categories and Possible Strategies: 

Dealing with the different counterfeit device categories will require a variety of possible strategies. There 

are different strategies for each category that are most likely to be successful: 

 Cloning —Legacy and high value components are suspected to be the most dominant. Device 

serialization may prove to have a beneficial impact on this category of counterfeits. 

 Product “skimming”, subcontractors, or second source suppliers — Place better controls on the 

documentation with violators identified and prevented from conducting further business. 

 Disposal of scrap and rejects — Establish better controls on where the scrap goes and how it is 

handled. Systems to monitor and audit the waste stream may need to be developed. 
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 Devices used as qualification samples — This form of counterfeit may not be prevalent enough to 

warrant developing solutions; however an investigation into the extent may be needed to verify this. 

 Reclamation and reuse of components — Some OCMs and OEMs have legitimate operations to 

reclaim and reuse components using strict procedures to ensure the quality and reliability has not 

been compromised. The challenge is to establish verification procedures for legitimate devices. 

 Re-branding — Inspection, Inspection, Inspection (mechanical, electrical, etc.). 

 False claims of conformity to industry certifications (e.g. RoHS) — Incoming inspection is 

required, since counterfeiters are providing false documentation. Traceability and serialization may 

help to reduce this category of counterfeit devices. 

 Devices containing embedded malicious malware — This problem is most critical in the 

aerospace and defense and medical sectors in which counterfeits could render systems inoperative, 

compromising the safety and security of users. 

Scope of Work  

Phase 1 

 Focused on those attributes which are of most value to supply chain and the participating project 

members. 

 Applicable to multiple spaces across the supply chain. 

 Identify and develop methodologies with associated metrics to assess the overall extent of the 

counterfeit problem in the electronics industry. The outputs will enable iNEMI members to assess 

the risk of counterfeit use in their respective industries, the risk of untrusted sources of supply in 

that industry and generate the total cost of ownership associated with those risks. 

 The methodologies and strategies apply to all phases of the manufacturing cycle and supply chain. 

Not only do counterfeit components have a serious impact on the OCM, but impact all downstream 

users from the legitimate component brokers to the OEMs that integrate these components to the 

end-user. 

 Metrics to assess the overall extent of the problem and anti-counterfeiting will be identified for all 

phases. 

Phase 2 

The project team will consider additional activities that would constitute follow-on work (Phase 2 

activities) and will develop an extension of this effort into a separate project. The development of 

protocol(s) to assist in identifying the pedigree of parts in the supply chain would fall outside the scope of 

this initial project and would be one possibility for Phase 2: 

 Define protocol(s) for tracking the life of components such that a pedigree is developed for each 

part that identifies when, where, and under what conditions they were manufactured and what paths 

they have taken within the supply chain. 

Purpose of Project 

 Any process, even a manufacturing process, requires feedback mechanisms that enable the process 

to stay in control. When the feedback mechanism is missing, inadequate, or damaged in some way, 

the process will wander without control and undesirable output will increase. One of the gaps in the 

current roadmap is the absence of feedback mechanisms to monitor infiltration of counterfeit 

components into the supply chain. Since counterfeit products cannot easily be measured, this 

project proposes an indirect monitoring method and, over a short period of time, seeks to 

demonstrate that this measurement is well correlated with counterfeit product infiltration. It is not 
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possible to control the flow of counterfeit components without identifying them and measuring their 

prevalence. 

 This project is a part of a complex solution. Measurement is a necessary step in any monitoring and 

feedback system. Additional efforts will be required to productively use the measurement system 

developed in this project as the control signal in a feedback network. It will be necessary for buyers 

of components to know the pedigree of the parts they are buying. This includes information about 

the life history of the parts, including initial manufacturing and testing data and where the parts 

have travelled within the supply chain. 

 The measurement is foundational and enabling for all the ethical participants in the industry. 

Criminal and unethical participants will view this as threatening and not beneficial. iNEMI 

members should benefit from better visibility regarding counterfeit product infiltration risks and 

that will allows more effective use and assignment of risk mitigation resources. We expect this to 

reduce the number of incidents in which counterfeit ingredients are used to build product. Over 

time, the industry and general public will benefit from a reduction in sub-standard products 

reaching the marketplace. 

 

Project Is / Is Not Analysis 

 

This Project IS: This Project IS NOT: 

Project 1: Counterfeit Components - Assessment Methodology and Metric Development  

Identify any related research or development 
within the industry and academic communities 

Development of a specific standard(s) 

Review and tabulate successes that have worked 
in the past (BKM/BKP) 

Biased towards specific brokers, suppliers, 
geographies, or market segments 

Develop a methodology to evaluate or assess the 
risk of counterfeit use  

Repeat of prior or existing work 

Assess the aggregated risk of untrusted sources 
of supply 

Not  focused on quality issues or standards 

• Missing piece is the history (e.g., storage 
conditions, …) 

• How to capture quality information/data  
Develop an assessment / mitigation strategy 

Long term cost of ownership 

Define / develop a metric that can identify the 
scope of the problem  

The development of protocol(s) to assist in 
identifying the pedigree of parts in the supply chain 
would fall outside the scope of this initial project 
and could be included as part of Phase 2 

Assess the effectiveness of the methodologies 
developed 

Review and finalize methodology  

Focused on those attributes which are of most 
value to supply chain and the participating project 
members 

 

Applicable to multiple spaces across the supply 
chain 
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Business Impact 

The Counterfeit Components Project will address currently urgent issues that have arisen from the 

increased prevalence of non-regulated component supply. A counterfeit part exposes product to premature 

and unpredictable failures. Depending on each product’s intended application the impact of these failures 

could be severe. Participating companies can expect to reap benefits that include a reduction in liability 

from products that fail prematurely, freedom from brand reputation degradation, both of which are 

significant business risks. Improved quality, efficiency gains, and reductions in cost and manpower will 

result from the identification and mitigation of the availability of counterfeit parts. The benefits of this 

project include: 

 Information identified and shared from this project will provide a way for the industry to identify, 

assess, and avoid risks associated with counterfeit components 

 Raise awareness in all product sectors, making the industry more conscious of the risks and how to 

avoid them 

 Alert the industry to the need for the development of tracking systems that will make the pedigree 

of each component in the supply chain available to all businesses in all sectors 

 Provide an opportunity for productive interactions between different technology elements that 

might remain unconnected without an integrated approach 

 Serve as a focal point for exposing new threats posed by counterfeit components as they develop 

 Provide guidance on known good  practices for avoiding counterfeit components 

 Assess and provide information on the costs and processes used to abate the use of counterfeit parts 

or products, as well as the liability costs of not ensuring that parts used are genuine and meet 

product quality requirements 

 Develop detection methods that will reduce the technical challenges, manpower (highly skilled 

technicians or engineers are often required), test time, and costs associated with identifying 

counterfeit components 

 Reduce demand for counterfeit product, thus reducing  the financial incentive for counterfeiting 

Outcome of Project 

 Description of assessment methodology 

 Documented pilot use of the methodology at some iNEMI members 

 Database with information needed for application of the methodology, including the capability to 

make the pedigree of each part available when this information can be routinely gathered 

 Project report 

 Sharing Project Results: it is to be determined by the project team on what information will be 

shared outside of the team 

Previous Related Work 

 The project team will continue to identify any related research or development within the industry 

and academic communities. With the amount activity in the counterfeit components arena, this task 

should be ongoing throughout the project execution. Based on our discussions, the project activities 

seem to be outside the scope of other counterfeit component activities; however we have not done 

an exhaustive study of everything that is being worked. If the project team finds directly related / 

relevant activities they will have the option of modifying tasks to ensure there is no duplication of 

effort. A summary of the team's findings will be included in the final team report. 
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Prospective Participants 

 The complete supply chain is affected and the recommendation is to encourage all OCMs, EMS, 

ODMs, OEMs, Suppliers, Distributors, and Brokers to participate. 

Project Plan 

Schedule  

 

  Q1   Q2   Q3   Q4   Q5  

Phase 1                

Task 1                
Identify any related research or development 
within the industry and academic communities                

Task 2                
Review and tabulate successes that have 
worked in the past (BKM/BKP)                

Task 3                

Develop a methodology to evaluate or assess 
the risk of counterfeit use 

               

Task 4                

Develop a methodology to evaluate or assess 
the aggregated risk of untrusted sources of 
supply 

               

Task 5                

Develop an assessment / mitigation strategy 
which includes a methodology to estimate 
long term cost of ownership 

               

Task 6                

Define / develop a metric that can be used to 
identify how big the problem is 

               

Task 7                

Assess the effectiveness of the 
methodologies developed  

               

Task 8 Review and Finalize Methodology                

Identify issues arising from the pilot and 
revise methodology as needed 

               

Prepare final team documentation                
Review and finalize methodology w/ iNEMI 
members 

               

Develop plans for a Phase 2 and make 
recommendation to continue or not 

               

 

Phase 1 – Detailed Information 

Task 1 — Identify and summarize any related research or development within the industry and academic 

communities 

 Resources 

All project team members  

Task 2 — Review and tabulate successes that have worked in the past (BKM/BKP) 

 Resources 

All project team members  
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Task 3 — Develop a methodology to evaluate or assess the risk of counterfeit use 

 Resources 

All project team members  

Task 4 — Develop a methodology to evaluate or assess the aggregated risk of untrusted sources of supply 

 Resources 

All project team members  

Task 5 — Develop an assessment / mitigation strategy which includes a methodology to estimate long 

term cost of ownership 

 Resources 

All project team members 

Task 6 — Define / develop a metric that can be used to identify how big the problem is 

 Resources 

All project team members  

Task 7 — Pilot and assess the effectiveness of the methodologies developed across the iNEMI 

membership 

 Resources 

All project team members 

Task 8 — Review and Finalize Methodology 

 Resources 

All project team members 

Project Monitoring Plans 

 Ensure open lines of communication among participants  

 Review all project requirements with participants before the project begins 

 Project participants will meet bi-weekly to review various aspects of the project and make plans for 

next phases of the project 

 Meeting minutes provided through e-mail  

 Follow-up with individuals on an as-needed basis  

 Project team will identify specific monitoring or communications plans to accommodate project 

team member locations, e.g., multiple project meetings to cover multiple regions (EMEA, Asia, 

Americas)  

 Workshops and face-to-face meetings as determined by the project team 

 Progress reports will be provided upon request for presentation at regularly scheduled iNEMI 

meetings (e.g. a short series of PowerPoint slides showing the work in progress at member council 

meetings)  

 Track and document approximate man-months per quarter per team member (this will require the 

active members of the team to provide estimates) 

 Track and document approximate number of people on the project per quarter (this can be tracked 

through iNEMI's WebEx account) 

General and Administrative Guidelines 

General and Administrative Guidelines for this project and all other iNEMI Projects are 

documented at http://thor.inemi.org/webdownload/join/gen_guidelines.pdf 

 

http://thor.inemi.org/webdownload/join/gen_guidelines.pdf

