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Executive Summary 
Most of the electronic components in the market, especially for commercial applications, are tested 
and guaranteed only up to the useful life phase instead of the lifetime limit. However, when it comes 
to the actual application or system design, failure of electronic components is very often a 
catastrophic occurrence, or at least a very costly one. Electronics are embedded on boards that 
incorporate tens or even hundreds of components, so when something fails, it impacts the whole 
system, especially parts that are difficult to reach and never meant to be serviced. The importance 
of having reliable components becomes even more crucial for applications like medical equipment, 
automotive, or aerospace and defense. Therefore, the main objective of iNEMI’s Extended Reliability 
Assessment of Electronics Components Project is to identify and develop a set of extended reliability 
assessment methods for electronic components/PCB assemblies used in critical applications and 
harsh environments. By proposing test methodologies or sequences to accelerate failure detection 
of faulty components to reduce test time, the verification cycle to eliminate faulty parts or 
component’s lifetime limit prediction can be shortened and further improved, saving both time and 
cost. Methods to extend reliability and prolong component lifetime limit, such as applying conformal 
coating, should also be part of the assessment.  
 
The information in this paper is based on an in-depth review of existing reliability standards, a 
literature survey covering typical failure mechanisms, and a survey of OEMs regarding their 
requirements and conditions under which their products will perform. This project identified SOIC as 
the focus component to be concerned with for extended reliability testing.  The iNEMI team has 
proposed extended reliability testing be conducted based upon the environmental use conditions for 
the product type (consumer, high reliability, etc.).  Details of how testing would be done regarding 
the necessary set up to focus failures in the component package instead of in the solder joint have 
been identified.  This includes guidance that addresses the main challenges for use and selection of 
PCBs in a harsh environment for testing purposes., Additionally, the team identified a range of 
failure mechanism by component and materials and recommended testing for stress levels.  The 
conducting of simulations will be followed by the purchase and testing of components in the next 
phase of the proposed work.  

Introduction 
 Currently, electronic component utilization is dictated by the desired or “commercial” lifetime of 
the product. However, as governments and consumers become more environmentally aware and as 
products become more complex, the desired lifetime of a product can exceed the actual lifetime by 
nearly 2x as shown in Figure 1. Further, the expected transfer to a business model of equipment as 
service, e.g., to electric vehicles which are rented instead of bought, creates an incentive for long 
lifetime and reliability. 

In addition, recent supply chain interruptions and constraints have exacerbated increased part 
utilization from inability to extend lifetime of existing components to refurbish or re-use 
components.  

Failure of one or two electronic components associated with each of the domestic appliances listed 
in Figure 1 would result in the scrapping of the appliance or an expensive repair. This could lead to 
the remaining functioning components as well as the whole electronic device being unnecessarily 
added to either landfill or material recycling processes.  
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Figure 1. Desired lifetime vs actual lifetime for consumer products (Source: EEA Eionet 
Report - ETC/WMGE 2020/3 - Electronic products and obsolescence in a circular 
economy) 

 

Waste electrical and electronic equipment (WEEE) is one of the fastest-growing waste streams in the 
EU and worldwide. According to the 2020 Global E-Waste Monitor1 , a record 53.6 million metric 
tonnes (Mt) of electronic waste was generated worldwide in 2019, up 21% in just five years. 

The replacement of appliances listed in Figure 1 will further increase demand for electronic 
components. Hence, there will be an increase in raw materials and chemical usage during 
component manufacturing and the environmental effect will be substantial, as depicted in Figure 2. 
We can see that the resource utilization of electronic components is very significant and thus an 
extension in the lifetime of any appliance, through the extended use, refurbish or reuse of 
components, would create a measurable reduction in waste and reduce resource impacts (raw 
material consumption, waste generation). 

 
1 https://ewastemonitor.info/wp-content/uploads/2020/11/GEM_2020_def_july1_low.pdf 
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Figure 2. A general view indicating the effect of manufacturing electronic systems on the 
need for resources and their effect on the environment. (EEA, 2014) 

 
In Europe, because of the first circular economy action plan in 2015, several material efficiency 
standards were developed by CEN/CLC/JTC 10 under mandate 543 (see Appendix A). The standard 
EN 45552:2020 “General method for the assessment of the durability of energy-related products” 
will be relevant for this work, since it defines a general method for the assessment of the durability 
of energy-related products, including their reliability. 

Extended reliability assessments can be used to identify and select components that are suitable to 
be refurbished, reused and/or re-assembled. These components could enable longer usage, beyond 
their initially assessed shelf life and expected operational life, enabling them to extend the life of 
electronics systems such as in Figure 2. 

Importantly, there is presently no useful standard process that can enable manufacturers to assess 
and extend the reliability of the electronic components assembled into their products. 

Ignoring early failures (i.e., “infant mortality”), failures of electronic components/systems are 
normally divided into “random” inherent failures and aging related failures.  

• Random failures: These failures are caused by overstress and manufacturing defects that 
lead to a shortened lifetime. The probability of failure is usually assumed constant and is 
typically very low for a single component.  

• Aging related failures: Are caused by the constant degradation of the components, which 
will cause failure over time. The aging related failures can be noticed by an increasing 
probability of failure at the end of life.  

When an extension of lifetime is desired, both failure probabilities must be investigated.  
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Aging related failures should only occur after the qualified lifetime. For the constant failure, a 
doubling of lifetime will mean a doubled failure probability over lifetime. This may be negligible if 
the constant failure rate is very low, but if the accumulated failures are already bordering acceptable 
criteria, an increase in lifetime will require improved products and improved tests to characterize 
the failure rate. Presently, the only general-purpose standard for reliability is contained in JEDEC/IPC 
standards. These and other relevant reliability-related AEC standards are included in Appendix A. 

Project Motivation & Methodology 
The purpose of the Extended Reliability Assessment of Electronics Components Project is to identify 
and develop a set of extended reliability assessment methods for critical electronic components/PCB 
assemblies used in harsh environments. The methodology will encompass: 

• Task 1: Part selection methodology: criteria for unused parts to be studied for extended 
reliability, based on part type, usage, reusability, criticality on system, cost, environmental 
impact and other issues  

• Task 2: Test/stress methodology: test and stress required to assess extended lifetime of a 
product, e.g., stress to fail, pass/fail criteria, quantitative based lifetime extrapolations 

• Task 3: Methods to extend reliability or prolong component lifetime limit  

Defined as not in scope for Phase 1: Development of new reliability test methods, evaluation of 
refurbished/used parts. 

Task 1. Part Selection Criteria 

• To determine a set of categories for components used within a range of products at various 
environmental conditions, the team decided to include/not include several categories as 
shown below. The main component selection criteria are:Only for new/unused components 

• Only focus on component level and not module level  

• Commercial-off-the-shelf (COTS) parts only, new technology or customized components can 
be considered at a later phase  

• To include both passive and active components; critical components are memory, FPGA, 
connectors, integrated components  

• Board level testing — any failure that happens at 1st level interconnect/component or 2nd 
level interconnect/assembly would be captured for lifetime limit prediction    

• Consider SOIC, DIP or a gull-wing SMT package which provide a more robust attachment to 
the PCB   

• Pass/fail criteria are based on component functionality within the component specification 
along with the capability to access the functionality of component.     

Additional component selection criteria to be considered include the operating environment of the 
electronic component/product: 

• Thermal cycles & shock requirements 

• Damp heat cycling typical continuous operating temperature  
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• Vibration level 

• Mechanical shock 

• Electromagnetic impulse  

• Fluid exposure (fuel, moisture) 

• Common exposure (salt, gases)  

• ESD and transients 

The solder fatigue failure mechanism is commonly known due to the difference in coefficient of 
thermal expansion between the components and the printed circuit board. CTE mismatches occur in 
both 1st and 2nd level interconnects in electronic assemblies, as shown in Figure 3.  1st level 
interconnects connect the die to a substrate. All the packages, components or structures that are 
soldered directly to the board can be considered 2nd level interconnect.  

 

 
Figure 3. Impact on 2nd level interconnect with different temperatures 

 

The simplest form of CTE board level mismatch can be considered in order to show the effect on 
solder fatigue. As shown in Figure 3, the component is connected to the board with two solder 
joints. The component and the board are rigid, the solder joins are symmetric to the component and 
the CTE of the board is larger than that of the component. In the stress free or “neutral” state, the 
solder joint is not subjected to any strain. If the temperature is elevated from the neutral state, then 
the board (higher CTE) will expand more than the component (lower CTE) and the solder joints will 
have a strain applied to them. If the temperature is decreased from the neutral state, then the board 
will contract more than the component and the solder joints will again have a strain applied to them. 
It is clear that at any time the temperature changes, the solder joints are stretched one way or 
another. The distance from the neutral point to the solder joint is called the “distance to neutral 
point” (DNP). For most situations, the global CTE mismatch will have a larger effect on components 
with larger DNP. Different component packaging and attachment configuration will have different 
impacts from the CTE mismatch. DIP chip ICs should be double sided (with plated through hole) as 



  

Extended Reliability Assessment for Electronic Components, Phase 1  8 

the solder joints are 35 to 55 times stronger as the lead is constrained, and the rate of fatigue stress 
aging is slower compared to single sided solder joint. Another example is leaded surface mount ICs 
where the gull wing fine pitch leads, which are designed as an articulated spring, have an average of 
10X durability life compared with similar J size leaded parts under the same thermal cycling 
conditions. Without a flexible terminal lead to absorb thermal expansion/contraction motions, a 
high amount of thermal expansion stress is applied to the low profile under body solder joints which 
accelerate solder fatigue failure. Typical commercial thermal cycles to failure for a QFN package is 
within 1k to 3k cycles, and a BGA can withstand 3k to 8k thermal cycles while gull wing leaded QFP, 
SOIC and LCCP are able to withstand more than 10k thermal cycles.  

Task 1.1 SOIC Simulation 

Based on the focus on SOIC packages, the project team conducted a finite element simulation for a 
simplified SOIC package exposed to thermal cycles to investigate the influence of the PCB on the 
stress distribution inside the package (see Figure 4).  

 

 
The following material parameters were chosen for this simulation. 
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Figure 4: SOIC package under investigation with and without PCB plus material parameters. 

 

The simulated temperature profile starts at 210°C (Figure 5), which is assumed to be the point of 
solder solidification at the soldering process. The temperature is then cooled to room temperature 
followed by three temperature cycles. During the initial cycles some relaxation effects can happen, 
and the simulation typically reaches a steady behavior after at the third cycle, which is evaluated.   
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Figure 5: simulated temperature profile 

 

The von Mises stress for the mounted and unmounted package as well as the maximum deformation 
were evaluated, as shown in figures 6, 7 and 8. 

 

 
Figure 6. Von Mises stress (MPa), left unmounted, right mounted, top at 150°C, 

bottom at -50°C, cross section with IC and die attach removed. 
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Figure 7. Von Mises stress (MPa) in the leadframe and die attach at -50°C 

 

 
Figure 8: Maximum deformation (mm) and maximum von Mises  

stress (MPa) in lead frame and die attach 

 

From the evaluation of the maximum values, we can see that the maximum stress and deformation 
are higher in the unmounted package than in the mounted package. When evaluating these 
maximum values, it should be considered that these are computational singularities and should only 
be used to give a rough comparison. Evaluating the stress distribution at the cross section or lead 
frame and die attach show much smaller differences. Still, at the die attach a slightly higher stress 
can be observed in the unmounted package.  This observation can be due to the chosen CTE of the 
PCB, which for this case is restricting the package movement and therefore reducing the stress in the 
lead frame a small amount. The induced stress due to the CTE difference between PCB and lead 
frame is distributed between the leads of the package and shows a small impact at the interface of 
lead and mold compound. 

The overall observed stresses for this package are mostly uncritical regarding plastic deformation. 
The slight differences may still shift failure mechanisms when testing. Die attach delamination or 
degradation might be minimally faster in the unmounted package. Delamination behavior between 
leads and mold is difficult to evaluate. The stress at the edge of the package where leads and mold 
connect is slightly more stressed in the mounted package. Usually, delamination starts at such 
corners or edges as these can already be damaged during processing (e.g., bending leads), which can 
accelerate delamination in these areas. As the observed stresses are small in comparison to the die 
attach, this may strongly depend on the adhesion strength of the mold and other aging factors like 
oxidation over time.  

Task 1.2 Environmental Application  

This project is targeting harsh environment applications. There are a few types of harsh 
environments as categorized as below.  
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Temperature Environments  

Temperature is the environmental factor that most accelerates the degradation of electronics 
components, among all the environmental factors that may influence reliability. As the physical 
properties of almost all materials are modified by changes in temperature, and speed of most 
chemical reactions is also influenced by the reactant temperature, temperature changes can cause 
catastrophic failures due to deterioration of the component. The following are the major means by 
which temperature can affect the robustness of the components.  

• High temperatures: cause catastrophic failures and chemical degradation of electronic 
components 

• Low temperatures: cause mechanical stresses produced by differences in the coefficients of 
expansion and solidification of the liquid components 

• Thermal shock: provides internal mechanical stress in structural elements, particularly when 
dissimilar materials are encapsulated 

Operating temperatures outside the range -40°C to 125°C are generally considered to be harsh. 
Harsh low temperature environments are those used in superconducting applications for NbTi or 
MgB2. These applications use liquid He (-269°C) and liquid N (-196°C) for operation. The aerospace, 
automotive, and petrochemical industries are increasingly interested in monitoring the performance 
of systems in harsh environments. In the automotive and electric vehicle industries, the requirement 
to supply increasing numbers of electrical loads, combined with the drive for better performance 
and efficiency, will see an increasing use of power electronics. In the petrochemical industry, sensors 
are required that can assess the environment around drilling equipment where temperatures can 
reach almost 300°C. High temperature electronics provide the ability to increase the reliability of 
down-hole data-acquisition devices and provide the opportunity for installation of permanent 
gauges during well completion. 

The project team proposed the temperature ranges shown in Table 1 for different applications 
based on existing reliability testing standards (see Appendix A), a literature study conducted by the 
team, and an OEM survey regarding requirements for conditions under which their products are 
intended to perform.  

Table 1: Temperature Ranges for Different Applications 

Temperature 
Range Designation Application 

 0 to 70oC 
Commercial 
temperature 
range 

Consumer electronics, e.g., computers, mobile phones, 
home appliances 

 -40 to 85oC 
Industrial 
temperature 
range 

Industrial electronics, e.g., test and measurement 
instruments, industrial controls, factory automation 

 -40 to 125oC 
Automotive 
temperature 
range 

Engine-related electronics in the automotive sector, e.g., 
sensors, engine control unit (in cabin) 
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-40 to 150oC 
Automotive 
temperature 
range 

Automotive (engine, under-hood)  

 -55 to 125oC 
Military 
temperature 
range 

Military applications, aerospace industry, e.g., aircraft, 
ships, radios 

-55 to 200oC 

Oil & gas and 
avionics 
temperature 
range 

Oil and gas industry, aerospace 

 

Mechanical Environments  

Vibrations and mechanical shocks can be potentially devastating to electronics and mechanical parts 
since solder connections can break under fatigue and mechanical fittings can “undo” themselves. 
However, electronic circuits are not just at risk from damaged solder connections; even integrated 
circuits (especially MEMS) may experience damage under vibration and impact stresses which is 
common in automotive applications. 

Chemical Environments  

Electrical and electronic equipment and components that are used in adverse work environments, 
e.g., the oil and gas industry, mining, sewage treatment where corrosive gases such as hydrogen 
sulfide are found causing severe corrosion and rapid deterioration of the electronic components and 
equipment, including connectors and switches used in these and other work environments. The rate 
of reactivity might be accelerated by heat and moisture.  Circuits designed to be in corrosive 
environments need to either have enclosures to prevent exposure to corrosive materials or use 
components that can withstand the corrosive elements. Chemical environments in the form of a 
gaseous vapor or those with explosives such as petrol fumes can be ignited in the presence of 
electronic circuits. High-voltage switch presses, for example, are incredibly dangerous in such an 
environment which is why explosive-rated switches need to be used. Noxious fumes can also create 
a harsh environment as certain chemical fumes can damage sensors and detectors.  Corrosivity of an 
environment for electronics are characterized by copper corrosion film thickness by the industry, as 
shown in Table 2. 

 
Table 2: Corrosivity of the Environment and Copper Corrosion Film Thickness 

Severity Class 1 Year Film Thickness 

I <35nm 

II 40 to 70nm 

III 80 to 400 nm 

IV >500nm 
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As for a sodium chloride environment, salt water contains NaCl (sodium chloride) which can leave a 
corrosive residue on circuitry and cause irreparable damage. When saltwater dries, the salt residue 
left behind will most often continue to corrode surfaces long after the initial exposure. Salt is also 
extremely difficult to clean from circuitry, so the only effective strategy against salt corrosion is to 
aggressively protect sensitive electronics from salt fog exposure using sealed enclosures or effective 
filtration solutions. 

 

Ionizing Radiation  

PCBs for aerospace applications are impacted with particles of various types, in addition to 
electromagnetic radiation generated by the sun and other celestial bodies. This radiation might 
cause temporary disturbances such as bit flip of memory deletion or permanent component 
damage. For long term space missions, the only option is to use rad-hard components. These 
components are not common and are more expensive than standard components. For short term 
space missions (up to one year), the use of standard commercial components may be allowed, 
subject to analysis and verification of their ability to withstand radiation. This allows you to reduce 
the design costs of space equipment and expand the selection of components available for design. 
By applying different hardware design techniques, the effects produced by radiation can be 
countered. At the PCB design level, for example, it is important to ensure adequate grounding for all 
metal parts.  

Electrical Environments  

Electrical environments induce voltages into circuits via electric or magnetic fields. For example 
medical equipment near MRI machines or power station circuitry could potentially be affected by 
large transformers. Electromagnetic interference may also be one of the issues induced by other 
electrical circuits such as radio transceivers.  

The same electronic component/product may be situated in different locations and different 
conditions, which result in different harsh environments. Therefore, the categorization is based on 
the applications. Since this project is to focus on board level, there are factors to be considered 
other than the component itself as shown in Table 3.  

 
Table 3: Other Factors/Materials to be Considered for Evaluation 

Component PCB PCBA 

Lead frame material Laminate Solder alloy 

Die attach - adhesives Surface finished  Solder paste 

Die attach - sinter Solder mask Flux materials  

Underfill (die-
component substrate) 

Inner layer interconnect/PCB plating 
(via-hole CU plating, pad, trace, etc.) Conformal coating 

Wire bond  Conformal coating Underfill (component-PCB) 

Molding compound  Thickness (number of layers)  Thermal interface material 

Connector terminal 
plating  Copper thickness Cleaning solution (based on chosen 

flux) 
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Conformal coating   

 

For this project, team members decided to focus on the factors applicable at the component level. 
They will use PCBs and PCBAs, as test vehicles fixed across different components. The main 
requirement for selection of the test vehicle will be its ability to withstand harsh environments 
without contributing to the variance of the result.  

 

 

The team’s recommended approaches for resolving the main challenges for PCBs used in harsh 
environments can be summarized as follows:  

• Moisture, dust and dirt: Treat the PCB with conformal coating. The PCB will be covered after 
the assembly process with a thin layer of non-conductive protective materials such as silicon, 
acrylic, urethane or p-xylene. The coating allows the life of the electronic circuit to be 
extended by protecting it from external contaminants.  

• High temperature: For high temperature application, it is recommended to use layers with a 
thicker copper (heavy copper). Copper thicknesses greater than 3 ounces per square foot are 
typically combined with the application of the compliant coating to provide the board with a 
high level of protection in the event of uninterrupted operation at high temperatures. The 
use of layers with a higher glass transition temperature (Tg) such as FR-4 TG140 or TG170 
provides the PCB with additional protection from temperature.  The final materials will be 
chosen by the Phase 2 team based upon their expectations in testing. 

• PCB thickness: The thickness may influence the effects of thermal cycling. Thicker boards are 
less flexible, creating greater stress in solder joints as the temperature changes. Thinner 
boards flex more easily, letting the system relax and reducing the solder joint stress. In order 
to mitigate solder joint failure,  the project team recommends  using thin layer PCBs as test 
vehicles.  

Suggestions for PCB selection include: 

• High Tg FR4/IT-180A/polyimide or equivalent (able to withstand up to 170oC max)  

• Surface finish: ENIG 

• 4 layers with 1.6mm thickness 

• >3 ounces copper thickness for traces 

• Sn-Ag-Cu solder alloy and paste: SAC305 

• Solder mask: as recommended by board manufacturer (most commonly used) 

 Task 2. Development and Understanding of Test/Stress Methodologies 

Develop test and stresses required to assess extended lifetime of a product: stress to fail, pass/fail 
criteria, quantitative based lifetime extrapolations. 

Task 2.1 Review Existing Standards for Electronic Components and PCBA 
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 The project reviewed a wide range of existing standards for PCBAs and electronic components. See 
Appendix A for a detailed list. 

Task 2.2 Map Materials to Failure Mechanisms 

This project identified the range of failure mechanisms for each of the chosen components or 
materials. Failure modes were limited to field failures and not-in-process failures during PCB 
fabrication or assembly lines. Relationships between field failure modes and the associated materials 
and material interfaces were defined with potential causes as shown in Table 4. This relationship 
map was the basis of relating standard test methodologies to failure modes.  

 

Table 4. Field Failure Modes 

Factors Field Failure 
Modes 

Applicable Component or 
Materials 

Combined Acceleration 
Conditions 

Thermal 
breakdown 

Insulation 
deterioration 

Plastic materials, adhesives, 
coating resin 

none 

Thermal 
breakdown 

Strength 
deterioration 

Plastic materials, coating resin, 
PCBs 

none 

Oxidation 

Oxide dilm 
formation 
(contact 
failure) 

Contact materials Heat + moisture 

Thermal 
diffusion 

Strength 
deterioration 

Soldered joints, plating or 
connecting portions of different 
metal types 

Heat + stress 

Thermal 
fatigue 

Strength 
deterioration, 
fatigue cracks 

Soldered joints, PCBs, chip 
capacitors, joint interfaces 
between different material types 

Heat + strain 

Thermal-
stress-driven 
whisker 
growth 

Insulation 
failure, short-
circuit 

Lead frames, connectors, plating 
of component electrodes, 
soldered joints 

Heat + strain 

Diffusion Swelling, 
short-circuit 

Plastic packaging, PCBs, 
adhesives Heat + moisture 

Hydrolysis 
Discoloration, 
strength 
deterioration 

Plastic materials, adhesives Heat + moisture 

Breathing 
Insulation 
failure, short-
circuit 

Resin films, sealed parts, 
temperature fuses Heat + moisture 

Galvanic 
corrosion 

Resistance 
value 
increases, 
wire breaks 

Resistors, semiconductors, heat-
radiating parts 

Moisture + DC electric fields + 
heat 
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Gap corrosion Corrosive 
deterioration 

Metal material connection 
terminals, gap portions 

Moisture + electrolytic 
substances 

Ion migration 
Insulation 
failure, short-
circuit 

PCBs, laminated ceramic 
capacitors, flax, coating materials 

Moisture + DC electric fields+ 
Heat 

Vibrations Fatigue 
cracks 

Solder joints, structural parts 
(metal, plastics), joint interfaces 
between different material types 

Vibration + heat 

Shock, drop 
impact 

Fatigue 
cracks 

Solder joints, structural parts 
(metal, plastics), joint interfaces 
between different material types 

None 

Wear 
Contact 
resistance 
increases 

Sliding components, components 
with rotating parts Vibration + moisture 

Creep Strength 
deterioration 

Soldered joints, metal materials, 
plastics Stress + time + heat 

Time-
dependent 
dielectric 
breakdown 

Leak current 
increases Semiconductor insulation films  Electric field strength + heat 

 

The next step was to identify the failure mechanisms that are commonly seen in the electronics 
industry.  The suggestion is that knowing these mechanisms will allow development of the stress 
level and recommended test conditions for extended reliability testing 

• For example, oxidation degradation of polymers can lead to weakened encapsulant and 
substrates; delamination – reduction in bond strength to lead frame, and diffusion of ionic 
species –  i.e., Cl- (difficult to measure diffusion, but shown to accelerate wire bond 
degradation2). 

Additionally, corrosion, which can be defined as a destructive attack of a metal by chemical reaction 
with its environment, is a general phenomenon in electrical and electronics. The most widely used 
materials for electrical conductors and current carrying parts are copper, aluminum and silver. 
Aluminum is resistant to atmospheric corrosion by hydrogen sulfide. As for copper, when it is 
exposed to air containing moisture, it develops a surface film of Cu2O through an electrochemical 
mechanism. This film is considered a tough layer which performs a protective function and prevents 
further corrosion of the underlying copper. However, with the presence of hydrogen sulfide, not 
only does copper oxide form but also a film of Cu2S, which is a semiconductive layer with a higher 
ionic conductivity, and as a result the corrosive process occurs. The rate of corrosion is increased 
with an increased relative humidity in the air. For silver, the corrosive product is silver sulfide. The 
formation of this corrosive product is again accelerated by humidity. Silver sulfide can continue to 
grow in the shape of long needles known as silver whiskers, which can cause short circuits or 
thermal failures.  

 
2 Would need to measure initially and compare initial levels in different components to failure rate. 
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Stainless steel is originally a material with good corrosion resistance, but in the salt spray 
environment, the passivation film on the surface of stainless steel tends to be destroyed due to the 
presence of a large amount of Cl-, and the destroyed passivation film in the salt spray environment 
The ability to repair is reduced, which is the root cause of localized corrosion of stainless steel in the 
salt spray environment. The common local corrosion forms of stainless steel in salt spray 
environment include galvanic corrosion, crevice corrosion and pitting corrosion. 

In electronic integrated circuit (IC) components, wire bonding is the most common first-level 
interconnection method between die and lead. Failure of wire bonds can have very costly 
consequences in the harsh environment. Wire bonding has several failure modes and mechanisms. 
The most common failure modes are ball bond failure due to intermetallic growth and stress, wire 
rupture due to electrical overstress, and stitch-bond related failures due to repeated flexure of the 
wire induced by thermomechanical loading. The ball and stitch-bond failures are accelerated in 
harsh environment applications. 

Task 2.3 Stress Level and Recommended Tests 

Several environmental factors affect the performance of electronic equipment and consequently the 
reliability indexes of the same. Thus, various standards to predict failure rate present methods to 
quantify the stresses induced in the components due to more relevant environmental interference. 
The failure rate of the system is calculated by summing up the failure rate of each electronic 
component present in each item of the system, based on the probability theory. This is true because 
of the assumption that the failure of a component leads to a system fault or its operating reliability 
in series. However, the electronics of the equipment do not always operate under the reference 
conditions. In such situations, the actual operating conditions result in different failure rates than 
those presented for such conditions. 

The team considered the wide range of environmental factors, such as salt spray, corrosion, 
humidity, etc. and concluded that the key attributes of reliability of electronics products for harsh 
environment are mainly temperature (maximum continuous operating temperature and 
temperature cycling), humidity, corrosion and mechanical shock.  

An example of a typical laptop service life requirement and test profile can be seen in Table 5. 

 

Table 5: Typical Consumer Laptop Service Life Requirement and  
Temperature-Based Test Profile for Electronic Components 

 Parameter Value Unit 

Actual Use Case 

Total years 3 year 

Hour usage per day * 10 hour/day 

Required Life 26280 Hour 

Time- On 10950 Hour 

Temperature ON 50 Celsius 

Time-OFF 15330 hour 

Temperature-OFF 25 Celsius 

Temperature Change 25 Celsius 

Rate of Temperature Change 1 Celsius/min 
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Number of thermal cycles per day 4 cycle 

Total cycles 4380 cycle 

Cycles per year 1460 cycle 

* Assuming laptop operates 10 hours, ON/OFF 4 times a day  

Test Chamber 

Tmax 80 Celsius 

Tmin -35 Celsius 

Rate of Temperature change 1 Celsius/min 

Temperature change 115 Celsius 

Acceleration Factor, Atc 21.16 1.25992105 

Coffin-Manson 
Model Total number of cycles, Ntest 164.29 cycles 

 

Using Arrhenius model, the estimated total temperature cycling test time required to simulate only 3 
years' service life is about 1071 hours or 45 days, while 3571 hours or 149 days is required to 
simulate 10 years’ product service life (which is considerably long). Therefore, in order to accelerate 
failure detection of unreliable or faulty components, the project team recommends use of a test 
sequence or method that can access component integrity in a highly accelerated mode or to conduct 
performance differentiation between specific component suppliers. 

In addition to the conventional testing following existing standards for PCBAs and electronic 
components, extended testing like corrosion testing of electronics should also be considered as 
discussed below.  

Task 2.4 Corrosion Testing of Electronics 

 Ozone Testing 

An oxide layer forms on the surfaces of polymers and increases in thickness with extended exposure. 
One possible option to accelerate the aging of the circuit board materials and component 
encapsulants is to expose them to an ozone enriched atmosphere.  

Salt Spray 

Salt spray test consists of a chamber containing the electronic systems plus a salt solution reservoir 
containing a 5% NaCl solution that is sprayed into the chamber by anatomizing nozzle. There are 
standards available that provide recommendations on how to prepare and run the salt spray test 
such as ASTM B 117 (Appendix A). It’s possible to maintain the temperature constant by placing the 
chamber in a constant temperature room or placing a jacket with constant water or air temperature 
around the chamber.  

Mixed Flowing Gas 

Mixed flowing gas (MFG) testing is an accelerated corrosion test method in which corrosive gases 
are mixed at different chamber temperatures and relative humidity conditions to simulate a 
corrosive environment. There are different parameters that affect MFG testing such as gas nature, 
mixture and concentration, temperature, and humidity levels. There are standards for 
characterization of MFG chambers (Appendix A), and literature is available to provide test 
parameters to give a particular corrosion acceleration factor for different test conditions.  
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Flowers of Sulfur  

Flowers of sulfur test consists of a chamber which contains powdered sulfur in a dish. Elemental 
sulfur vapor can exist in equilibrium with the sulfur powder in a closed system and this would attack 
any exposed metallization in the electronic systems. Standard ASTM B809-95 (Appendix A) provides 
a method to run a flower of sulfur test and this test has been used to compare the corrosion 
response of different electronic systems. 

Some testing procedures for accelerated corrosion testing mentioned in the literature combine one 
or more of the above testing methods. One such procedure is described by Eriksson et al. in “Design 
of Accelerated Corrosion Tests for Electronic Components in Automotive Applications”, which 
exposes the samples to a series of MFG and salt spray test cycles. Another procedure described by 
Jellesen et al. in “Investigation of Electronic Corrosion at Device Level” combines exposure to dust 
followed by high humidity and temperature testing.  

Task 3. Methods to Extend Reliability or Prolong Component Lifetime Limit 

There are two terms used — “end-of-life” and “end-of-useful-life”. End-of-life is what is expected 
when the component is installed. A component (relay, for example) is purchased and installed and 
expected to last for 20 or 25 years. This “end-of-life” is the anticipated and planned in-service life of 
the component. The second term refers to when the component (in real life, not planned originally 
at design or procurement time) is done/finished serving its purpose before the expected end-of-life, 
meaning it has come to its end-of-useful-life. Instead of lasting 20 or 25 years (for example) the 
component is replaced earlier for some reason that was not initially anticipated.  

There are a few methods done by the industry to extend component lifetime limit. For example, all 
electronic components are subject to failure due to overheating. Any increase in temperature can 
result in a reduced lifespan. This includes increase in temperature due to ambient temperature of 
the environment, heat produced by the device itself, and the product’s efficiency at heat removal. 
There are numerous methods of temperature control. Common cooling techniques include free 
convection cooling, forced air cooling, and liquid cooling. The type of cooling technique used will 
depend on a number of factors based around the intended use of the finished product. 

Failure of electronic components may happen when a component is subjected to power, current, 
voltage, or temperature that exceeds its maximum stress rating. In this case, derating electronic 
components is usually a good idea to increase component reliability.  

In electronics, derating (or de-rating) is the operation of a device at less than its rated maximum 
capability to prolong its life. Typical examples include operation below the maximum power rating, 
current rating, or voltage rating. Derating not only ensures that components are operated well 
within the recommended limits of stress, but also provides in most cases a sufficient design margin 
to accommodate minor variations in environment stress, power supply levels, transients. 

Figure 9 notes how margins of safety are added to the absolute maximum ratings to ensure the 
recommended operating conditions. 
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Figure 9. Stress level and temperature recommendations (safety margins) 

 

Prevention of oxidation, along with utilization of effective moisture barrier properties, may have 
significant effect for extending reliability in component/PCB/PCBA level3. For example, ALD (atomic 
layer deposition) has been used for a long time to prevent oxidation of mints and mirrors, prevent 
moisture intake of a PCBA developed for space applications and even mitigate or prevent plasma 
etching from inside of semiconductor processing reactors. Other (thick film) conformal coatings can 
have significantly higher thickness and blockage of, for example, water in the short term, but the 
moisture/oxygen diffusion is orders of magnitude higher compared to ALD encapsulation4,5. 
Therefore, increased test time may be relevant for more realistic results. Decrease of moisture 
absorption into plastic packages with bonding wires can have unexpected benefits as the 
intermetallic corrosion can be decreased, and delamination induced by the water can be prevented6. 
The same can be applied to said 3D objects and during Phase 2 of the project, the effect of ALD 
encapsulation and other considerations, like lifetime cost, can be assessed. 

Conclusions and Concerns 
Three options for how to proceed with extended reliability testing were proposed and discussed 
among the team with Option C being recommended. 

• Option A: Estimate the lifetime of the component or test method modification with actual 
application for component lifetime estimation.  

• Option B: Decide which failure mechanism is of interest and propose a test method.  

• Option C: Modify one or more test methods applicable to the desired use conditions in order 
to accelerate failure detection of faulty components for test time reduction. The test 
sequence or method will be beneficial to the industry to eliminate faulty parts in accelerated 
mode or for OEMs to conduct performance comparisons between different component 
suppliers.  

 
3 http://emps.port.ac.uk/documents/EMPS-11%20documents/S2-2_Pudas_Picosun.pdf 
4 Carcia, P.F., McLean, R.S., Groner, M.D., Dameron, A.A., George, S.M.: J. Appl. Phys. 106, 023533 (2009) 
5 Ortigoza-Diaz, J., Scholten, K., Larson, C., Cobo, A., Hudson, T., Yoo, J., Baldwin, A., Hirschberg, A.W., Meng, 
E.: Micromachines 9(9), 422 (2018) 

6 Soldano, C., Ashworth, A., Wilcox, G.D., Kutilainen, T., Hokka, J., Praks, J., Pudas, M, CEAS Space Journal, 
2021/10/18 https://doi.org/10.1007/s12567-021-00393-1 
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For the practical execution of the project, there are a few considerations which need to be 
considered:  

A. Materials (component/PCB/PCBA) need to be procured 

B. Allocation and time-consuming environmental tests 

C. Post-test failure analysis to identify and document the potential extended reliability of 
various materials in harsh environments 

The executability of the project may be limited by the financial resources required for Options A, B 
and/or C, so the relevance of those and any parallel work, such as development of a test chamber, 
must be optimized. Therefore, the project testing can be divided into sub-tasks, each for different 
test (or component / PCB / PCBA) setup, as well as for conformal coating. Option C is planned, but 
plausibility of its execution may need to be reconsidered based upon other data. 

Where plausible, external partners (e.g., educational institutions student work) can be used to 
realize Option C. This will give partners and iNEMI relevant outreach, while enabling faster and wider 
interpretation of data. The impact to R&D and educational institutions may be so high that the work 
could be done without cost. 

The Phase 2 project will need to address the following areas and tasks: 

1. Final material property characteristics for chosen components (SOIC) and the associated 
testing boards (FR4 PCB and PCBA fixed for lower temperature tests) and polyimide (or other 
resin system that can meet higher temperatures). PCB and PCBA for higher temperatures 
will need to be finalized by the team. 

2. The Phase 2 team will also examine various material choices based on the final testing 
conditions that the components will be subjected to including masking, underfill etc. 

3. Begin with computer modeling/simulations for stresses. 

4. Investigate and consider oxidation as an acceleration factor (e.g., ozone testing, hydrogen). 

5. Then choose combinations for real-world testing, procure parts and conduct testing. 

6. Consider/evaluate methods to extend reliability such as conformal coating. 

Next Steps 
A small team will form to develop the Statement of Work for a Phase 2 follow-on project to this one.  
That team will be outlining the plan for determining the final set of components that should be 
tested as well as the characteristics of the boards to be used based upon the testing conditions that 
the team would recommend.  It is likely that multiple test conditions will need to be considered in 
Phase 2.  Additionally, the team will need to investigate what acceleration factors should be 
considered (e.g. ozone testing, hydrogen).  Additionally, existing methodologies for extending 
component life will be included in the testing suite if possible.  Depending on the full scope of the 
proposed project, it is possible that the project may be broken into multiple phases. 

In addition to a follow-on project, a separate SOW will be developed looking at the necessary testing 
for showing extended reliability for used parts that have been harvested from end-of-life or 
otherwise decommissioned electronic equipment.  Which components are most likely candidates 
will need to be finalized though BGA and FBGA are under consideration. 
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Related iNEMI Projects 

• Connector Reliability Test Recommendations 
• Connector Reliability Test Recommendations, Phase 2 
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• Conformal Coating Evaluation for Improved Environmental Protection, Phase 2   
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Appendix A: Testing and Reliability Standards 

 Semiconductor Testing / Reliability Testing  

JESD22 “Solid State Device Packaging Standards” 

EN 45552:2020 “General method for the assessment of the durability of energy-related products” 

CEN/CLC/JTC 10 “Material Efficiency Aspects for Ecodesign” 

AECQ100/200 “Failure Mechanism Based Stress Test Qualification for Integrated Circuits” 

MIL-STD-202 “Electromagnetic Compatibility Testing” 

JESD47K “Stress-Test-Driven Qualification of Integrated Circuits” 

MIL-STD-883 “Microcircuits Test Standards” 

IEC60068 “Environmental Testing” 

MIL-STF-750- Test Methods for Semiconductor Devices 

Salt Spray 

ASTM B117- standard for salt spray corrosion test.  

ASTM G85- Standard practice for modified salt spray testing which comprised of 5 different corrosive 
atmospheres:  

• Acetic Acid Salt spray Test (often used on decorative chromium plating on steel) 

• Cyclic Acidified Salt Fog Test (exfoliation testing of some aluminum alloys) 
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• Acidified Synthetic Sea Water Fog Test (often used to test Aluminum alloys) 

• Salt/SO2 Spray Test (exfoliation corrosion/inter granular attack) 

• Dilute Electrolyte Cyclic Fog Test (Industrial Protective Coatings Evaluations) 

ASTM D5894 combines the salt spray exposure with sun aging 

Mixed Flowing Gas 

IEC 68-2-60 Method 1 is for gold coatings, Method 2 and 4 are for electronics in moderate while 
Method 3 is for harsh environment.  

EIA-364-65 Environmental classification from least (Class I) to most (Class IV). Class IIA-IV is an 
accelerated test conditions: 5 days in chamber = 3 years in field 

Flowers of Sulfur  

ASTM-B809 Elevated temperature and no moisture 

 

 

 


