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Background 

• Electronic hardware can be susceptible to corrosion and electrochemical migration (ECM) 

related failures in geographies with high concentrations of gaseous and particulate 

contamination. The current common modes of corrosion-related failures in geographies high 

in sulfur-bearing gaseous contamination are creep corrosion on printed circuit board 

assemblies (PCBAs), corrosion of silver metallization on printed circuit boards (PCBs) and 

corrosion of silver terminations of surface mount technology (SMT) resistors. Extensive field 

experience and an ASHRAE survey of data centers have shown that acceptable environments 

from a gaseous concentration point of view can be defined by the rate of copper and silver 

foil corrosion as being less than 300 and 200 Å/month, respectively. In environments with 

sulfur bearing gaseous contamination that result in higher rates of copper and silver foil 

corrosion, conformal coating may be necessary to prevent corrosion of PCBs and the 

components mounted on them.  

• ECM, especially of silver, is known to occur in corrosive environments. While the role of 

gaseous and particulate contamination and humidity on ECM is not well understood, the 

necessary conditions for ECM is that the contamination must be able to absorb enough 

moisture to form an electrolytic bridge across features on a PCB at differing electrical 

potentials. ECM can be avoided by suitable design of the electronic hardware and by 

ensuring acceptable levels of gaseous and particulate contamination to which the hardware is 

subjected. In the absence of these preventive measures, conformal coating of the susceptible 

hardware may be necessary to prevent ion migration and ultimately early failures.  

• Conformal coatings are presently tested by determining the time to failure of conformally 

coated surface-mount technology (SMT) resistors. While the test has been successful in 

ensuring use of very reliable resistors, it has many disadvantages: 

o The test is done in dry sulfur environment at 105oC.  The mode of failure at this high 

temperature may be very different from that at the 40-70oC application temperature. 



 

Conformal Coating Qualification Test Development  Page 2 of 7 

The high-temperature test may also be rejecting reliable parts. A lower temperature 

test is required.  

o The test environment has no moisture and no gas besides sulfur. As a result, there is 

no synergistic effect of gas mixtures common in corrosion mechanisms. A test is 

required that can test conformal coatings over a range of temperatures and 

humidity with other gases, besides sulfur, present. Chlorine can be one such gas.  

o The test time of many months is too long to be a practical test. Supply chain 

disruption to a manufacturing process requires a quick test, less than a week in 

duration, to qualify an alternate conformal coating.   

• Gaseous contamination limits for the reliable operation of electronic equipment cannot be 

specified in terms of the concentrations of gaseous contaminants in the air:  Metal corrosion 

is too complex a process to allow its rate to be determined from gaseous chemical 

composition. A more convenient and quantitative approach is the so called “reactive 

monitoring” method described in ANSI/ISA-71.04-2013. In this industry standard test, 

copper and silver foils, about 1 x 2 inch in area, are exposed to the environment and analyzed 

for corrosion product chemistry and thickness using coulometric reduction or/and weight 

gain.  The corrosivity of the air, in terms of the rates of buildup of corrosion products on 

copper and silver foils, is conveniently used to indirectly define the gaseous contamination 

limits in data centers and telecommunication rooms. 

• In the conformal coating test proposed here, corrosion of Cu and Ag thin films (initial design 

as in Figure 1) will be measured through the resistance change of the films, instead of the 

industry standard ANSI/ISA 71.04-2013 method which involves metal foils and the use of 

coulometric reduction method to determine the corrosion product thickness. Therefore, as 

part of this project, a relationship between Cu and Ag foil corrosion rates measured by 

coulometric reduction and the Cu and Ag thin film corrosion rates measured by the electrical 

resistance method will be determined.  

    

 
 

Figure 1: Stacked serpentine Ag thin film 
photograph and cross section schematic 

 
 
Figure 2: iNEMI flower of sulfur corrosion 
chamber setup 
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• Challenge and opportunity to conformal coating test: 

o There are no real physics challenges to the project. The one major issue is the control 

of chlorine gas which varies with time. The relative humidity and sulfur concentration 

also need time to get to steady state. These changing environmental factors are not 

much of a concern because the test characterizes the conformal coatings as ratio of the 

corrosion rates of the conformally coated Cu and Ag films to the bare Cu and Ag 

films.   

Purpose of Project 

• The purpose of this project is to develop a more efficient and effective conformal coating 

qualification test such that we can determine the adequacy of conformal coating materials and 

application processes being able to provide appropriate protection from harsh environment 

stressors. Having a better qualification process will speed the introduction of new coatings 

and improved application processes.  

Scope of Work 

• The test will be based on quantitative measurement of diffusion of corrosive gases and 

moisture through the conformal coatings, with a test duration of less than a week, as a 

function of temperature and humidity in an environment containing sulfur and chlorines 

gases. 

• The rates of Cu and Ag foil corrosion using coulometric will be compared with that of Cu 

and Ag serpentine thin films using the resistance and the coulometric methods. The test 

environments will be the iNEMI FoS chamber (Figure 2) at temperature of 30oC and relative 

humidity at 81% using KCl saturated salt solution. The thin films will be joule heated to 

temperatures up to 70oC, to obtain corrosion rates as a function of temperature and humidity 

while keeping the sulfur and chlorine concentrations constant. Similar testing in MFG (mixed 

flowing gas) test chamber and NSS (neutral spraying salt) testing will be done depending on 

the resource availability and the agreement of the team. 

• Serpentine thin films of Cu and Ag, 800 nm thick, will be coated with the conformal coatings 

under test. The corrosion rates of the conformally coated films will be compared with those 

of uncoated films. The test environments will be the iNEMI FoS chamber at temperature 

30oC and relative humidity at 81% using KCl saturated salt solution. The coated and 

uncoated thin films will be joule heated to temperatures up to 70oC, to obtain corrosion rates 

as a function of temperature and humidity while keeping the conditions (sulfur and chlorine 

concentrations) constant.  

• From the corrosion rates of coated and uncoated Ag and Cu thin films, we will be able to 

quantify the effectiveness of each conformal coating and use these measured values in the 

qualification of the coatings.    

• Characterize various conformal coatings (e.g. two thickness) using the iNEMI FoS test 

chamber. Evaluate the effectiveness of selected conformal coatings at different thicknesses 

and accelerated aging conditions. 

• Qualitative test of conformal coatings on PCBAs will be considered as the next phase of the 

project.  

Business Impact 
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Today it takes many months to evaluate and qualify a conformal coating and that too under very 

limited and harsh conditions well beyond the application conditions. The ability to evaluate and 

qualify conformal coatings by a test of less than one-week duration, under environmental 

conditions approximating the application conditions, will greatly aid the industry by reducing the 

qualification test time. Quantitative measurement can help optimize the conformal coating 

parameters (e.g. thickness, type) to ensure product reliability.   

Expected Outcome 

• The proposed test developed by this project is expected to become an industry standard test 

for evaluating and qualifying conformal coatings.  

Previous Related Work  

•  “Characterization of conformal coating,” by P. Singh, published on 9/27/2015 by SMTA 

International has demonstrated that this test approach has great potential of success. 

• Existing conformal coating test on resistors at UIC as discussed in the paper “Testing and 

Mitigating Resistor Silver Sulfide Corrosion”, Pamela Lembke, Marie Cole, Jacob Porter, 

Tim Tofil, Jason Wertz, IBM Corporation; Jim Wilcox, Mike Gaynes, Mike Meilunas, 

Universal Instruments Corporation; Holly Rubin, Nokia; 2018 SMTA International, 

Rosemont, Illinois.  

• ASHRAE conducted survey of the corrosion rates of copper and silver in data centers with 

and without creep corrosion failures and recommended the environment to be acceptable for 

modern electronics in its white paper “2011 Gaseous and particulate contamination 

guidelines for data centers,” Atlanta, GA, ASHRAE 2011. 

• iNEMI FoS test chamber design and recommended test procedures are described in iNEMI 

Project Report “Qualification Test Development for Creep Corrosion”, August 2018. 

Expected Participants 

iNEMI encourages the participation of individuals from different disciplines and divisions within 

their organizations to contribute on the range of tasks outlined in the project plan. We expect the 

participation from conformal coating material suppliers and users, OEM and EMS/ODM, and 

test service/equipment providers. 

 

The following companies are involved in the project planning: 

• Lenovo 

• iST 

• Microsoft 

• Nokia 

• Dow Chemical 

• IBM

 

Resources Required from Participants 

The conformal coating qualification test development project asks each participating company to 

commit to the following (for details refer to the associated Project Statement): 

• Agree to commit appropriate resources to meet project timeline and target dates. Project 

will need flower of sulfur test capability, thermal oven, saturated salts, copper and silver 

foils, coupon analysis means (coulometric reduction, SEM/EDX), serpentine thin films of 
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Cu and Ag 800 nm thick on oxidized silicon, potentiostats or data loggers and related 

equipment for simultaneously measuring resistance of 8 or more thin films.  

• Supply of conformal coatings from the industry and support of coating process. 

• Collaborate on input to the final report. Document results and publish findings to iNEMI 

members and/or the public. 

 

Project Participant Commitment Matrix 

During the project planning, several companies have indicated that they are willing to support the 

materials and the execution of tasks. Following table lists the resources required. Detailed 

arrangement will be confirmed when the project sign-up is finished.  

 

Phase 1 Resource type 
Resource 

availability Remark 

Project reviews, report dev. Man hour Yes  

FOS chamber Equipment Yes  

Conformal coating Material & 
process 

Yes Suppliers to coat 

Temp controlled oven Equipment Yes Most labs should have ovens 

Thin film test coupon Material Yes  

Silver foil, 0.005x1 inch, 
99.95% pure 

Material Yes  

Copper foil. 0.005x1 inch, 
99.99% pure 

Material Yes  

Coupon preparation (clean) Material Yes chemical 

Labor cost of running the 
FOS tests 

Man hour Yes  

Potassium chloride 80%RH Material Yes  

Sodium nitrite 59%RH Material Yes  

Magnesium chloride 31%TH Material Yes  

Coulometric reduction Analysis Yes  

Weighting balance Measurement Yes  

SEM  Analysis Yes  

FIB or ion miller Analysis Yes  

Potentiostats/datalogger Measurement Yes Need 8 or more potentiostats or one datalogger 

MFG (mixed flowing gas)  Test Yes  

NSS (neutral spraying salt)  Test Yes  

Schedule with Milestones  

 Tasks Months 

Tasks 1 2 3 4 5 6 7 8 9 10 11 12 

1. Serpentine thin film resistance 
measurement  

            

Fabricate serpentine thin 
films 

X X X          

Build & Test the setup for 
measuring thin film 
resistance 

X X X X X X       

Finalize resistance 
measurement setup 

   X X X X      

Make final test runs at 
chamber with 81%RH and 
30oC. 

      X X X     

2. FOS test runs of coated and 
uncoated thin films at 81%RH 
and 30oC. 

              X X X  

3. MFG test of coated and 
uncoated thin films 

        X X X  
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 Tasks Months 

4. NSS test of coated and 
uncoated thin films 

        X X X  

5. Summary & Final report            X X 

 

Detailed Project Planning 

Task 1: Comparison of corrosion rate measurements using metal thin film resistance method and 

coulometric reduction and using metal foils coulometric reduction 

• Resources required  

o FoS chamber. The front door should have openings wide and long enough to insert Cu and 
Ag foils.  

o Stacked serpentine Cu and Ag thin films 800 nm thick 

o Cu and Ag foils and methods to clean 

o Electrical measurement equipment consisting of potentiostats of data logger with power 
supplies 

• Description 

o Install stacked serpentine thin films on side walls of FoS chamber 

o Electrical connections between thin films and electrical measurement equipment 

o Install Cu and Ag 1x2 inch foils on front door of chamber. 

o Turn on FoS chamber and run for 5 days. 

o Measure resistance of the top and the bottom thin films as a function of time for 5 days. 

▪ Calculate corrosion rates of Cu and Ag. 

o Insert foils into openings in front door on a daily basis. Measure daily corrosion rates using 
coulometric reduction.  

o Insert thin films into openings in front door on a daily basis. Measure daily corrosion rates 
using coulometric reduction.  

o After 5 days, measure the 5 day corrosion by doing coulometric reduction on the Cu and Ag 
foils on the front door.  

o Compare the corrosion rates of thin films measured by resistance method and coulometric 
reduction and corrosion rates of foils measured using coulometric reduction.  

Task 2 – FOS test runs to characterize conformal coatings 

• Resources required:  

o Fully function test chamber with Clorox setup that gives off adequate level of chlorine gas 
and allows the humidity in the relative humidity range of about 20-80%.  

o Stacked serpentine thin films of Cu and Ag. 

• Description: 

o Coat the stacked serpentine thin films of Cu and Ag with conformal coatings to be tested. 
Coatings of different thickness can be coated to study effect of conformal coating thickness.  

o Install coated and uncoated stacked serpentine thin films of Cu and Ag on the side walls of 
the chamber. 

o Set up FoS chamber to run at 81%RH and 30oC. 

o Run FoS chamber. 

o Measure thin films resistance as function of time. Once chamber reaches steady state, 
measure resistance as a function of time for 2 hours. Use the bottom film to heat the top 
film to 40oC and measure resistance for 2 hours. Repeat by raising the temperature to 50, 
60 and 70oC.  
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o Repeat above test with chamber RH at 59% and 31% 

Task 3 – MFG test of coated and uncoated thin films 

In parallel to FOS testing, conformal coated test coupons will also be exposed to mixed flowing gas (H2S, 
SO2, NOx and Cl2) testing (MFG). As in FOS testing, resistance will be measured in-situ during MFG 
exposure. 

Task 4 – NSS test of coated and uncoated thin films  

If there is enough interest from the participating companies, conformal coated test coupons will also be 
exposed to salt spray (NSS) testing. As in FOS testing, resistance will be measured in-situ during NSS 
exposure. NSS testing will be done following either ASTM-B117 or IEC-68-2-52 standards. 

Task 5 – Summary and report  

o Collect and summarize results from the participating companies and write the final report. 

o Present an iNEMI webinar.  

o Publish a technical paper and/or white paper on the proposed test method, if the results 
deem it.  

Project Monitoring Plans 

• Ensure open lines of communication among participants 

- Weekly conference calls 

- Meeting minutes provided through e-mail 

- Follow-up with individuals on an as-needed basis 

- Workshops and face-to-face meetings as appropriate 

• Technical reviews (2) will be provided to update the Technical Committee. 

• Progress reports will be provided upon request for presentation at regularly scheduled iNEMI 
meetings (e.g., at member council meetings). 

• Track and document approximate man-months per quarter per team member (this will require the 
active members of the team to provide estimates). 

• Track and document approximate number of people on the project per quarter (this can be tracked 
through iNEMI's WebEx account). 

• Define appropriate metric to quantitatively evaluate the project business impact. 

• Project phase/summary report will be provided to iNEMI members and the report will be published 
on the iNEMI website. 

General and Administrative Guidelines 

General and Administrative Guidelines for this project and all other iNEMI Projects are documented at 
http://thor.inemi.org/webdownload/join/gen_guidelines.pdf. 

http://thor.inemi.org/webdownload/join/gen_guidelines.pdf

